


 
 

   

              
          

           
          

           

          
               
          

         

           
          
      

             
             

           

  

   
        

   

  

          
              

            
      

  

             
        

          

            
          

      

       

          
             

           
         

             
            

       

  

         
            

            
     

          
            

              

1. INTRODUCTION 

1.1 ANZ welcomes the opportunity to provide feedback to the Ministry of Business, Innovation & 
Employment (MBIE) on its consultation (the consultation) on the exposure draft of the Customer 
and Product Data Bill (the draft bill), the discussion document for the draft bill (the discussion 
document) and the consumer data (CDR) regime more generally. We support the aim and 
intention of the draft bill, to set standards and safeguards for customer and product data exchange. 

1.2 ANZ supports the submissions made by Payments NZ, Financial Services Council and the New 
Zealand Banking Association in response to the consultation. Given the short window of time to 
provide a response, the ANZ submission focusses on the key areas that we consider require 
amendment to ensure the success of the CDR regime. 

1.3 ANZ has continued to strongly support the collaborative industry-led approach towards Open 
Banking through the API Centre. Our approach has been underpinned by extensive customer 
research which has informed our feedback. 

1.4 We are pleased to read that MBIE intends to leverage the significant work already done by the 
industry. This will increase speed to market, reduce re-work and costs for all participants but only 
if the initial phase of compliance is aligned to the current standards and sequencing. 

2. CONTACT DETAILS 

2.1. Please contact 
if you would like to discuss the contents of this 

response. 

3. CONFIDENTIALITY 

3.1. ANZ requests that the information identified in this response as requiring confidentiality are kept 
confidential on the grounds of protection of personal information . If MBIE receives a request to 
release our response under the Official Information Act, we ask that MBIE consult with us, and our 
preference is that the information identified is withheld. 

4. SUMMARY 

4.1. ANZ acknowledge the objectives of the bill and appreciates the complexities and importance of 
balancing customer expectations and protections necessary to create and sustain customer trusti 

while effectively managing risks and minimising cost to participateii. 

4.2. In our view, the draft bill does not achieve this balance and some aspects may lead to poor 
customer outcomes, and potentially jeopardise the success of the CDR regime. Specifically, there 

are three critical areas where ANZ recommends changes: 

4.2.1. Customer protections must go above and beyond the Privacy Act 

Customer protections are essential to create and sustain trust, and trust is critical for success of 
the CDR regime. If customer protections are set too low, there is an increased risk that customer 
trust will erode overtime and limit customer adoption. The CDR regime in Australia has 
introduced 13 privacy safeguardsiii and other prescriptive participation requirements to ensure 

customers have trust in the CDR regime and control over their data. Some third parties have 
suggested rules are too prescriptive and costly which has limited third party adoption. The UK 
experience suggests there is a natural maturity period as propositions are developed and 

customer trust buildsiv. 

ANZ’s own research has repeatedly highlighted the complexity of designing for diverse customers 
who are concerned about the security of their personal information, but have limited knowledge 
of open banking concepts and may not fully understand the different risks or implications of using 
open banking services. 

It is critical that the draft bill helps customers understand these concepts and ensures clarity in 
relation to the roles and, responsibilities of each party. Customers must be able to make 

informed and explicit decisions to participate and know they are protected if things go wrong. 
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Within the CDR context of data sharing and action initiation services, the Privacy Act alone is not 
sufficiently sophisticated to ensure the right levels of customer protection are provided. Please 
refer to section 5 for more details. 

4.2.2. It should not be possible for third parties to avoid all CDR obligations by participating 
via an intermediary 

There are no clear restrictions around accredited requestors acting as an ‘intermediary’ and on-
sharing customer data or action initiation rights to non-accredited parties. Please refer to 
Appendix 1, Figure 3. This introduces a risk that market participants could avoid all CDR 

obligations and reduce customer protections. 

There also appears to be no controls on reusing previously established connections to support on-
sharing to additional parties or use cases. Please refer to Appendix 1, Figure 4. 

Without changes there is little incentive for parties other than those that plan to be an 
intermediary to become accredited- please refer to Appendix 2. Therefore, we expect that most 
participation will occur via intermediaries where requirements are less stringent. 

Use of intermediaries also introduces different risks and complexity for customers to understand 
and navigate, especially when it comes to giving their informed and explicit consent. Please refer 
to section 6.4 for further details. 

The draft bill must acknowledge the role of intermediaries, provide flexibility for different 
treatment of them and it must prevent third parties from avoiding all CDR obligations by 
participating via an intermediary. Please refer to section 6 for further details. 

4.2.3. The bill must be designed to provide flexibility for collaborative iteration and risk based 
rules 

It is extremely challenging to foresee the complexities and risks associated with the variations 

and nuances across the different sectors, datasets, use cases and customer expectations. 
Developing regulations and standards will be complex. 

The rapidly evolving landscape for CDR/Open Banking globally, the lack of clear successful 
precedents to draw from, and a very ambitious scope, means flexibility, continued collaboration 
with industry and the ability to iterate is key. 

Given the natural inflexibility of legislation, we consider that the appropriate place to house the 
requisite detail, is in the regulations and standards. The draft bill must avoid being too 
prescriptive, as this may restrict improved collaborative risk-based solutions from being 
developed and adapted through market introduction of services. Areas where this could become 

an issue include: consenting rules, ethical use of data, accreditations tiers and requirements and 
controls when on-sharing of data outside the CDR. Please refer to section 7 for further details. 

4.3. In addition, our responses to specific questions raised in the discussion document can be found in 
Appendix 3. 

5. CUSTOMER PROTECTIONS MUST GO ABOVE AND BEYOND 

THE PRIVACY ACT 

The Privacy Act does not provide full coverage in the CDR context and aspects misalign with 

the draft bill and the CDR regime. 

5.1. While we welcome the reliance in the draft bill on the Privacy Act 2020 (the Privacy Act), and its 
foundations in support of customer protections, this reliance should be framed as broad-based and 

flexible rather than prescriptive, as we consider that the current Privacy Act and its IPPs do not 
provide full coverage in the CDR context. 

5.2. The Privacy Act only requires organisations to take steps that are reasonable to ensure individuals 
are aware of the collection, use and sharing of their data. It does not mandate explicit customer 
consent for sharing of customer data or initiating an action and was not designed for “actions” like 
making payments, configuring products or switching banks. Furthermore, it is largely principle-
based and is not sufficiently sophisticated to deal with legislatively mandated data transfer and 

action initiation, such as CDR. It doesn’t prevent unethical use of data and does not clearly 
articulate expectations or standards about how data is to be kept safe and secure. These aspects 
lead each business to make its own judgement. 
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Additional examples of the misalignment and gaps between the Privacy Act and the draft bill 
include: 

• There are tension points between where the Privacy Act and proposed draft bill intersects, 
which may impact on the overall MBIE intention of relying on Privacy Act protections where 
possible. For example, the disconnects between the IPP3 (collection of information from 
subject) requirements, the bill’s ‘reasonably informed’ requirements, the IPP11 (limits on 
disclosure) requirements and the bill’s lack of any additional authorisation for on-sharing by 

an accredited requestor. 

• Purpose can be difficult to define when a party in the CDR ecosystem acts as a conduit, such 
as an intermediary. 

• Obligations and protections contained in the Privacy Act will not apply to business data, 
where there is only limited personal information about officers of the business (which may not 
be being shared depending on the use case). 

• There is no proactive assessment of an organisation’s judgements or effectiveness and 
maturity of operational processes, which means issues may only discovered to be insufficient 
after a breach has occurred or after a customer complaint. 

5.3. With reference to points 5.1-5.2, we consider that MBIE needs to give further thought to the 
Privacy Act and its IPP’s in the context of the CDR regime. 

5.4. By way of comparison to other jurisdictions, we highlight that Australia's CDR regime has taken the 
approach of setting out 13 express privacy safeguards, which apply to "accredited persons" or 
"accredited data recipients" instead of the Australian Privacy Principles (APPs). In addition, certain 

APPs do apply to CDR data that is also personal information (PI) - except for APP10 (quality of PI) 
and APP13 (correction of PI). Instead, the CDR privacy safeguards apply. This intersect is not made 
clear in the draft bill. In addition, we note in the European Union, the implementation of the 
General Data Protection Regulation (GDPR) introduced a stricter privacy standard under which Open 
Banking in Europe operates. 

5.5. As an alternative, we suggest that MBIE consider the option of a specific CDR/Open Banking Privacy 

Code of Practice, issued by the Privacy Commissioner under s32 of the Privacy Act 2020, similar to 
that of the Health Information or Credit Reporting Privacy Codes of Practice. This would provide a 

bespoke set of privacy and data ethics related safeguards based on the IPPs, drafted for easy use 
and application in a CDR/Open Banking context. 

5.6. A full analysis has not been possible in the timeframe for consultation, but we agree with comments 

in the discussion document at pages 17-20, that further work is needed. We also suggest that a 

privacy impact assessment is conducted by MBIE as soon as possible and shared publicly so that the 

appropriateness of the Privacy Act reliance in the manner proposed can be assessed and identified 

privacy risks mitigated, with iterative versions to follow, as the CDR framework develops. 

Customers must be able to make informed and explicit decisions to participate in the CDR. 

5.7. Our research has repeatedly highlighted that most customers have limited knowledge of open 

banking concepts, hold more privacy value in their banking transactions than their contact detailsv, 
are concerned about the security of their personal informationvi, lack understanding of different 
risks or implications of using open banking services and extend trust in ANZ to any third party, if 
consenting in an ANZ channel. 

5.8. In this context, customers must be able to make informed and explicit decisions to participate. 
Customer consent should be unambiguous and, freely given by a statement or clear affirmative 
action in a trusted and secured environment. 

5.9. Informed customer consent requires: 

• agreement and consent are actively and explicitly given, not inferred from silence or inactivity, 
or from pre-selected or hidden options. 

• disclosure to be a message that is reinforced multiple ways, through all stages of the 
customers’ journey and that it’s consistent across multiple touchpoints. e.g. different data 
holders, intermediaries, and third parties. 

• messages to focus less on educating customers and broadcasting information, and more on 
giving customers the information that best supports the decisions they are trying to make. This 
could include the use of trust marks to provide legitimacy and trust in the service. 
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• clear links and pathways to disclosure and service information that describe the nature of the 
information and its relevance, and where possible, co-located with the corresponding action or 
function. For example, at the point a customer is approving a request, highlight that it’s 
important they understand how the service works and link directly to content that covers this 
area. 

• consistent experiences to build reassurance and trust in the CDR regime, including clear and 

consistent plain language. 

• explicitly stating how customer privacy is protected, both within and outside service flows or 
apps. 

• upfront and post-consent understanding of: 

o what information third parties want to access, 

o how their information will be used, 

o what they will receive in return for sharing, 

o how their information will be kept safe and who is responsible, 

o what happens when they stop sharing, and 

o how they can seek support if something goes wrong. 

• that they must be able to revoke consent as easily as they give it. 

• that accountability and liability of each party is clear, especially in more complex sharing 
models involving multiple parties with different accreditation statuses see Appendix 1. This 

point is elaborated further in 6.4.1 and 6.4.4. 

• that processes and redress are offered for when things go wrong. 

6. IT SHOULD NOT BE POSSIBLE FOR THIRD PARTIES TO 

AVOID ALL CDR OBLIGATIONS BY PARTICIPATING VIA AN 

INTERMEDIARY 

6.1. For the purposes of this submission an 'intermediary’ is an accredited requestor that on-shares 
customer data or action initiation rights to other parties. 

6.2. Data and payment connections that involve intermediaries are an extremely common model 
overseas, in both regulated CDR and unregulated Open Banking systems. Intermediaries create 
efficiencies by giving participants a single point of access and often provide value-add services. 
They are a valuable participant and will be critical for promoting usage and maintaining standards 
and customer protections. 

6.3. The draft bill imposes no clear restrictions around intermediaries on-sharing customer data or action 

initiation rights to non-accredited parties. There also appears to be no controls on reusing 
previously established connections to support on-sharing to additional parties or use cases. See 
Appendix 1, Figure 5 for further details. 

6.4. The risks this approach poses, includes but are not limited to: 

6.4.1.Third parties can avoid CDR obligations by participating via an intermediary. 

• If there is no requirement to pass on CDR obligations to non-accredited parties, then 
CDR obligations incorporated into the draft bill to ensure customers are protected could 

be avoided. 

• Without changes to the draft bill, there would be little incentive for third parties, other 
than those that plan to be an intermediary to non-accredited parties to become 
accredited, see Appendix 2. 

• We expect that most participation will occur via intermediaries where requirements are 
less stringent for third parties and where customer protections are reduced. 

6.4.2.Intermediaries introduce more complexity for customers when it comes to providing 

informed consent which may reduce customer trust, adoption and increase customer 
complaints. 
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• Intermediaries don’t usually offer a customer proposition or acquire customers directly. 
They are often interjected into the customer’s journey when the customer is signing up 
for a new third-party product or service and are often not known to customers. See 
Appendix 1, Figure 2 and Figure 3. 

• If permitted, situations may arise where customers are required to sign-up for 
intermediary services in order to use the third-party product or service. The 

intermediary service can now use the customer’s data for their own purpose to the 
extent their Terms and Conditions and Privacy Statement allow (e.g. to develop 
aggregated insights, or on share data to other providers). 

• Customers may not fully understand how this works, who they have given consent to, for 
what and who is responsible if anything goes wrong. 

• As per section 5.9, standards and rules must be developed to ensure customers are fully 

informed and provide explicit consent when an intermediary service is used. 

6.4.3.Customers may be at greater risk of fraud and malicious scams. 

• Without visibility of non-accredited parties and additional information it will be 
challenging for banks to undertake effective fraud monitoring or distinguish between 
legitimate customer requests and malicious ones, such as denial-of-service (DDoS) 
against core banking services, or phishing/scams that attempts to defraud or harm 
customers. 

• Intermediaries should have a role to play in implementing preventative fraud monitoring 
and subsequent controls (such as blocking, suspending and terminating users or third 
parties) to prevent malicious requests. 

6.4.4.CDR boundaries will be difficult to communicate to customers when one or more party is a 
non-accredited party, or an accredited requestor is also using non-sanctioned methods to 
access data (e.g. screen scraping or reverse engineering): 

• Educating and supporting customers to recognise trusted and "safer" sharing systems 

(See Appendix 1, Figure 1) will help them make the best decisions about how and when 
to participate. Mixed models (Appendix 1, Figures 3, 4 and 5) will make it difficult to 

educate customers as to the benefits of CDR and implement trust marks. 

6.4.5.Intermediaries may become an attractive target for cyber threats. 

• Over time, we expect intermediaries to hold large number of customer consents and data 
covering many customers and many third parties that the intermediary is intermediating 

for. 

• To protect customer data, standards, processes and requirements should be mandated 
and assessed on an ongoing basis for intermediaries. 

6.4.6.On-sharing of data and actions could be initiated without consent or awareness of account 
owners. 

• It is common for multiple individuals to have rights or interests in a single data set. For 
example, business and personal accounts commonly have multiple owners and/or 

operators. Consent from multiple parties is also frequently required to operate these 
accounts. 

• Intermediaries do not have awareness of the account ownership or operating structure. 

• The is a risk that data or action initiation rights can be on-shared without knowledge or 
approval of the account owners/operators, this must be prevented. An example is 
provided in Appendix 1, Figure 6. 

6.4.7.Intermediaries may be able to control who can and cannot participate in the ecosystem with 

little or no oversight. 

• Non-accredited parties would not be required to meet accreditation criteria when 
onboarded by an intermediary. This approach is in contrast to the Australian CDR and 
UK open banking models where accreditation is required for participation; and banks that 
undertake rigorous third party onboarding and ongoing assessments to ensure third 
parties: 

o keep customers’ data safe, 
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o operate ethically, and 

o comply with the law such as The Anti-Money Laundering and Countering 
Financing of Terrorism Act 2009, various anti-bribery, and anti-corruption laws 
(both domestic and international) and regulated information security standards 
such as APRA CPS234vii. 

• Standards rules and requirements need to be developed for intermediaries onboarding 

and working with non-accredited parties. 

6.4.8.Use of proprietary/non-standard APIs connections by intermediaries may over time reduce 
competition and increase market power of aggregators by reducing portability for third 
parties they are intermediating for. 

• If intermediaries are not required to offer standard APIs for third parties to connect to, 
this will likely result in intermediaries using proprietary/non-standard APIs to connect 

third parties. This will make it difficult for connected third parties to port/move to other 
intermediary services. See Appendix 1, Figure 5. 

6.5. These gaps, risks and effective lack of customer protection must be addressed for the CDR to be a 
success in New Zealand. We recognise that simply “closing” the CDR ecosystem and preventing any 
access by non-accredited participants is not a perfect answer either. 

6.6. The CDR regime must recognise the different roles of intermediaries and the benefits they can bring, 
while also creating the right incentives to manage risks and provide the protections customers 

expect. We believe a more granular and risk-based approach is more appropriate with flexibility 
built into the draft bill. This approach will allow the appropriate level of controls to be developed 
and passed on by the intermediary based on the risks that customers are exposed to. Please refer 
to Appendix 1, Figure 7. 

6.7. The existing API Centre work has contemplated these issues already. In Australia’s CDR regime, 
unrestricted accredited parties can now sponsor non-accredited parties but must on pass obligations 
through commercial agreementsviii. ANZ’s Open Banking Payment Requests service is aligned to the 

Australian model. Intermediary payment services are contractually responsible for ensuring: 

• merchants/businesses are onboarded and managed by the intermediary in line with agreed risk 

management and eligibility criteria; 

• customers receive a consistent experience in line with agreed customer experience 
requirements which include explicit consent and making customers aware that they are in 
control and can stop sharing their information at any time; 

• customers are made clear of the roles and responsibilities of each party; and 

• standards and rules are applied and implemented (as applicable) by merchants/businesses to 
ensure consistent standards are maintained and risks remain managed. 

6.8. Our view is that this approach provides the opportunity to develop the right balance between 
customer choice, protections and scaling the service without individual merchants/businesses 
needing to be approved by ANZ. 

6.9. Card schemes are another model where strict system-wide rules can be managed by 

intermediaries/sponsors to lower barriers to entry without compromising overall security. 

6.10. The definition of an intermediary should be considered alongside the definition of an outsourced 
provider to ensure they are clearly differentiated. For example, it is possible for an intermediary to 

act only on behalf of an accredited party or data holder to simplify connections to other accredited 
participants, they could also operate as a standalone service in their own right for non-accredited 
parties as outlined in 6.4.2. 

6.11. ANZ use and rely on third party services and products to help us provide services to our 

customers and meet regulatory/compliance obligations. Third party services and products are 
selected through a robust process and operate exclusively for ANZ under strict commercial terms. 
Where appropriate material outsourcing arrangements are covered by BS11. 

6.12. We do not outsource our obligations and we remain responsible and obligated for any actions of 
an outsourced provider (within the meaning we give that term). Customers only agree to and are 
protected under our Terms and Conditions and Privacy Statement. There is no requirement to 

disclose a list of outsourced providers for other laws and we don’t believe it is necessary for the 
scenario above. 
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7. THE BILL MUST BE DESIGNED TO PROVIDE FLEXIBILITY FOR 

COLLABORATIVE ITERATION AND RISK BASED RULES 

7.1. The rapidly evolving landscape for CDR/Open Banking globally, the lack of clear successful 
precedents to draw from, and a very ambitious scope, means flexibility, collaboration and ability to 
iterate is key. 

7.2. Given the natural inflexibility of legislation, we consider that the regulations and standards should 

contain the requisite detail. The draft bill must avoid being too prescriptive as this may restrict 
collaborative risk-based solutions being developed. Areas where this could become an issue include: 

• consent rules including timeout, expiry, re-consent timeframes and account 
mandates/authorities for authorisation, 

• privacy controls such as ethical use, 

• accreditations requirements including tiers and insurance, and 

• on-sharing of data - there is a clear ability to on-share data outside CDR obligations, without 

scope for considering controls in sector designations or standards. 

7.3. Developing regulations and standards will be complex, and due to the maturing nature of the global 
market there are no jurisdictions that can demonstrate a proven model. It is extremely challenging 
to foresee the complexities and risks associated with variations across the different sectors, 
datasets, use cases and customer expectations. For example, the CDR regime will need to have the 
flexibility and nuance to cover different data sets including financial transactions, health data of all 
kinds, electricity consumption and more. It will also have to provide for different scenarios in which 

this data will be required, including making one-off payments and switching banks or utility 
providers. 

7.4. Continuing industry engagement is essential to develop risk-based solutions and standards through 
collaboration, learning and adapting through market introduction of services. 

7.5. The current industry approach through the API Centre has also drawn on the lessons from overseas 
and includes development standards (technical, operational, customer experience and partnering) 

and frameworks to support a customer centric, right-sized, incremental, and value-led approach to 
enable Open Banking. 

7.6. In this context we believe the standards definition in the draft bill needs to be broadened ‘from 
technical requirements’ to ‘service requirements’ and should include customer experience and 
consent requirements, operational and accreditation requirements. These work hand in hand to 
deliver high quality services, ensure risks are effectively managed and customer expectations are 
met. 

7.7. In parallel an outcome and principle-based governance model should be developed to empower 

industry and regulators to continue to work together. There should be regular reviews for the 

regime. This model would provide greater opportunity for expert input and flexibility to learn and 

adapt. 
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Appendix 1 - Appendix Sharing/Action Initiation Connection Models 

Figure Participation by two accredited parties 
1 In this model the customer is covered by CDR standards and 

protections throughout their experience. Intermediaries may 
participate, but they will likely be fully accredited themselves, and 
compliant with CDR standards around consent and usage. In this 
model, the data holder or accredited third party may use an 
intermediary service as a hidden outsourced provider. If customers 
are still operating under the terms and conditions of the data holder or accredited third party respectively then we would 
not expect these to be disclosed, See 6.10 - 6.12. 

Figure Participation by accredited third party via accredited intermediary. 
2 In this model the customer is covered by CDR 

standards and protections throughout their 
experience. The intermediary adds 
complexity to the customers journey and 
requires the customer to agree to their terms 
and conditions. See 6.4.2. 

Figure Intermediary on-sharing outside of CDR ecosystem 
3 

The draft bill contains no controls on accredited 
recipients on-sharing data or actions with non-
accredited parties. This means an intermediary will 
be able to easily move data and actions outside of 
the CDR regime and its protections. Some of this on-
sharing would fall under the Privacy Act. However, 
the Privacy Act does not provide protections for businesses or for controlling action initiation rights. See section 6. 

Figure Intermediary re-using previously shared data or action rights. 
4 

The draft bill also contains no controls on 
Intermediaries re-using data or action rights that 
have previously been shared with them. This 
effectively means multiple non-accredited parties 
can utilise a single underlying CDR compliant 
connection. 

Figure Customer Example – The effect on on-sharing and re-use of 
5 customer data. 

Given the ability for accredited recipient intermediaries to on-share and re-
use connections, and the strong incentive for data requestors to use 
intermediaries, it is very likely that most customer sharing relationships will 
occur outside the protections of the CDR regime. 

In this example, a customer with one banking relationship is using 10 CDR 
powered services that are connected by two intermediaries. This means that 
of the 12 sharing relationships using their data, only 2 of them are clearly 
protected by the CDR. 

Our customer research has clearly indicated that customer expect to be able 
to manage sharing connections from the original data holder/source. 
However, in this example the customer would potentially not be able to view 
or manage their sharing connections for the 10 ultimate services consuming 
their data from their bank – they would only see two broad sharing 
relationships with intermediaries. 
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Figure Customer Example 2 – re-use generating disclosure and consent issues. 
6 

In this example, a business shares their data with a CDR powered payroll service, via an intermediary. The initial consent 
is approved by both Directors, in line with the “two to sign” account operating instructions they instructed their bank to 
use (Step 1). 

Later, an employee of the business signs up to a new CDR powered sales dashboard service, that uses the same 
Intermediary (Step 2). The Intermediary already has access to the data from the first consent, so re-uses this data and 
on-shares to the new service. Given the Intermediary is unaware of the underlying account ownership structure and 
operating agreement, this data is re-used and on-shared without the either Directors’ knowledge or “two to sign” 
consent. 

Our research with business customers has clearly indicated their sensitivity regarding disclosure of their business data. 
They have a very strong desire to have clear, consistent, and effective controls regarding its disclosure and use. Situations 
where their controls are circumvented will not be tolerated. 

Figure 
7 

Example of CDR rules and standards ‘customer protections‘ passed on (as applicable) by the Intermediary 
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Appendix 2 – Participation requirements by accreditation or via an 

intermediary 
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Appendix 3 - Responses to questions in the discussion document 

How will the draft law interact with protections under the Privacy Act? 

Does the proposed approach for the interaction between the draft law and the 

Privacy Act achieve our objective of relying on Privacy Act protections where
1 

possible? Have we disapplied the right parts of the Privacy Act? 

Please refer to section 5, Customer protections must go above and beyond the Privacy Act. 

In our view, the current Privacy Act and its IPPs do not provide full coverage in the CDR 

context, and adaptations and modifications are required to address this. Please see 

paragraphs 4.2.1 and 5.1 to 5.6 of our submission for more detail, with additional points 

outlined below: 

1) Designated customer data vs personal information scope 

Under the draft bill, we note the following: 

• "customer data" is defined as data about an identifiable customer that is held 
by or on behalf of a data holder (including, for example personal information 
within the meaning of the Privacy Act and s8(2) of the draft bill). 

• a "data holder" is required to provide customers with "designated customer 
data" (ss14 and 15). The type of data that is "designated customer data" will 
be defined in the subsequent regulations, which are yet to be drafted. For the 
purpose of this questionnaire, we are assuming that New Zealand will follow 
the Australian CDR approach, which defines "CDR data" for the banking sector 
as: 

o information about the consumer or their associate (for example, 
contact details) 

o information about the use of a product by a consumer or their 
associate (for example, transaction data) 

o information about a product, for example, terms and conditions. 

• To ensure that customer data requests under the draft bill are able to be 
responded to and processed efficiently and in the minimum time possible -
which will be necessary to give effect to the benefits the bill intends to support 
- the scope of "designated customer data" will need to be very clearly defined 
in any subsequent regulations, including whether specific types of "customer 
data" are within scope in the banking context (such as court proceedings, 
personal insolvency information, credit reports). The definition of "personal 
information" in the Privacy Act is deliberately broad, so as to give maximum 
effect to an individual's privacy rights, but the flip side of this broad definition 
is that it can often be a difficult and at times lengthy process to determine 
whether specific data is or is not personal information about an identifiable 
individual. Ensuring that the definition of "designated customer data" is clearly 
delineated and specific will ensure that requests for such data are able to be 
processed swiftly by the data holder. 

• In particular, it will be important to resolve whether bank customer numbers 
and IRD numbers, for example, are considered part of this "customer data", 
noting that they are "unique identifiers" under the Privacy Act but excluded 
under the Australian CDR regime. 

2) Proposed Intersect of the Privacy Act and the draft bill 

We highlight some of what we see as potential tensions across the related IPPs as 

a start. 

• IPPl: Purpose of collection of personal information 
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From a privacy perspective, one of the main differences in approach 

between the Privacy Act and the draft bill is that under the Privacy Act, 

when assessing whether an agency has the right to collect personal 

information, the Privacy Act relies on there being a lawful “purpose” that is 

connected to an agency’s functions and activities. In most circumstances 

under the Act, agencies have clear functions and activities. 

For example, banks collect personal information to provide banking 

products and services and to meet regulatory requirements. 

On the other hand, the draft bill aims to enable customer data sharing 

capabilities in a controlled and secured environment, with “customer 

authorisation” being the foundation of the ecosystem. The Discussion 

Document provides that the draft bill relies on existing Act protection; 

however, there are considerable differences between “purpose” and 
“authorisation”. “Purpose” can be difficult to define when a party in the 

CDR ecosystem acts as a conduit, such as an API provider. Therefore, 

existing protection offered under the Act may be insufficient for the 

purposes of CDR. 

Further, IPP1 also prohibits the collection of identifying information where 

this is not necessary, providing customers with a right to be 

pseudonymous/anonymous in their interactions in such circumstances, and 

therefore in respect of what data is collected about them. We note the 

Australian CDR requires covered entities to invest in functionality that 

facilitates this right, and suggest this should also be a considered as an 

option under the NZ CDR regime in order to allow agencies to comply with 

their IPP1 obligations. 

• IPP2: Source of personal information: 

This IPP is centred around collection from the individual. While IPP2(2)(c) 

does allow “authorisation” as a basis for collecting from a third party this 

“authorisation” is on based on the collecting entity having “reasonable 

grounds” that such authorisation exists. Under the draft bill, authorisation 

has a specific meaning (s30) and any collection of personal information 

about a customer by an accredited requester must meet that standard for 

this to be a lawful collection, rather than the less specific requirement 

under IPP2(2)(c) i.e., s30 of the draft bill acts as a statutory override of 

the Privacy Act. 

• IPP3: Collection of information from subject: 

There is no “authorisation” requirement under IPP3. IPP3 currently 

stipulates that individuals need to be made “aware” of certain information, 

including the fact that information is being collected, the purpose of the 

collection, the intended recipients, the name and address of the agency 

that is collecting and holding the information, and their rights of access 

and correction. 

The draft bill, however, currently requires “authorisation” (for example by 

a customer to an accredited requester) to be given “expressly” and 

customers have to be “reasonably informed” about the matter to which the 
“authorisation” relates to (s30). The draft bill does not specify what is 

meant by “reasonably informed”. While we note that regulations and 

standards may prescribe “certain steps” to “facilitate” a customer being 

“reasonably informed”, we consider that if the current IPP3 is to be relied 

upon here, then “data holders”, “accredited requestors” and “secondary 
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users” should provide customers (via their website or app) with the 

information listed in IPP3(1) as a bare minimum. 

However, in our view, IPP3(1) as currently drafted is arguably insufficient 

for CDR purposes in terms of setting out the elements required to ensure a 

customer is “reasonably informed”. In our view, the draft bill, or through 

regulations and standards, should make it clear that for “authorisation” to 

occur the customer should be made aware of exactly what data is being 

shared, how it will be used, who will have access to it, how long they will 

have access to the data for and how they can manage and withdraw 

“authorisations”. Customers should also be provided with more 

information when their data is collected. 

For example, if a customer wants to sign up to a budgeting app to share 

their banking transactions and the app is only required to make customers 

“aware” of certain information under current IPP3(1) privacy requirements, 

the customer will only be made “aware” of: 

o Banking transactions being collected; 

o It is for the purpose of providing budgeting information; 

o Who might the personal information be disclosed to; 

o The app’s company information. 

For the purpose of CDR, the customer should ideally be informed of 

additional information, via the relevant privacy policy or app, such as (but 

not limited to): 

o How long their “authorisation” will last; 

o How they can amend or end the “authorisation”; 

o What happens to the data that has already been shared prior to ending 

the authorisation; 

o How they will be informed if data is on shared to other parties, and 
how the customer can stop any such sharing. 

It is also necessary to note that other subsections of IPP3 should 

arguably not be applied to the draft bill (i.e. similar to how s46 of the 

draft bill excludes Privacy Act provisions). This is to ensure that agencies 

are accountable in being transparent in the way the draft bill expects. For 

example, IPP3(4) provides exceptions for when agencies do not have to 

provide information to the individual. The aim of the draft bill is to allow 

customers to understand with whom they are sharing their data with and 

for what purpose, and to then provide express authorisation for that 

sharing. If agencies relied on IPP3(4) and did not inform an individual 

appropriately, customers will not be able to make a “reasonably informed” 

decision. 

Similarly, IPP3(2) allows notification after collection where this is not 

reasonably practicable to do before collection, but we consider that in the 

context of the collections under the draft bill this information should 

always be provided prior to collection. 

We also note that this consultation on the draft bill is being conducted 

before a firm decision on amending IPP3 in respect of indirect notification 

is made by the Ministry of Justice, which has itself been the subject of 

public consultation. 

• IPP5: Storage and security of personal information: 

14
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For CDR context, we believe it important to call out expressly CDR specific 

privacy-related safeguards that exist under the Australian regime, which 

could also usefully apply here, such as options to not identify yourself as 

individuals or allow the use of pseudonyms and destroying unsolicited 

information specifically. 

• IPP6: access to personal information: 

The draft bill generally intends that requests under the draft bill for 

personal information (i.e. requests from an identifiable individual for 

information about them) should be treated as requests under IPP6 of the 

Act, though it excludes many of the procedural provisions contained in Part 

4 of the Privacy Act. In this regard, the draft bill specifies if a data request 

made under ss14 and 15 relates to personal information they are to be 

treated as IPP6 requests (s45), with specific Privacy Act provisions 

excluded (s46 

Quite apart from the fact that requests from companies will not benefit 

from existing Privacy Act provisions, the way the various Privacy Act 

provisions have been applied or excluded in the draft bill will need careful 

thought to ensure it is workable. For example, the draft bil does not 

exclude the application of the withholding grounds contained in ss 49-53 of 

the Act. This makes sense in that the draft bill should not be a way to 

subvert the ability of an agency to lawfully refuse access to personal 

information, but could complicate and slow down what is intended to be an 

automated and relatively swift process. 

It will also be important to ensure customers are not confused in their 

rights, for example, if they have an expectation of the request being 

treated urgently under the Privacy Act but the request is treated as a CDR 

request, this may increase unnecessary complaints. 

• IPP7: correction of personal information 

For CDR purposes, IPP7 will apply to customer data requests as it would to 

any other correction request relating to personal information. It will need 

to be responded to in accordance with the procedure set out in the Privacy 

Act and steps taken to correct or add a qualifying statement to the data to 

ensure it is not misinterpreted. 

Corrected data must be provided to all prior recipients of it, including 

presumably any recipients who received it under the draft bill such as 

accredited requesters. This potentially raises issues in respect of the 

customer’s authorisation to that accredited requester to process their 

personal information, including retaining it. A data holder needing to 

provide previous recipients with corrected personal information will not 

necessarily know whether that previous recipient is still “authorised” by 

the customer to process their information, or even whether the previous 

recipient still holds it. 

• IPP8: accuracy of personal information to be checked before use or 
disclosure 

Ensuring accurate data is shared will be key to the CDR regime’s success. 

However, if data holders are going to be asked to provide straight through 

electronic access to customer data, then that must be how customer data 

is currently held in our systems at a point in time – data holders won’t be 

looking at verifying any data provided, it will be as posted. 

• IPP9: agency not to keep personal information for longer than necessary 
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For CDR purposes, it should be expressly stated: 

o Any customer data that is no longer needed for “scope of 
authorisation” must be deleted or permanently de-identified, 
unless agreed exceptions apply. 

o Any customer data received without “authorisation” must be 
destroyed, unless a law or court order requires it to be retained. 

• IPP13: unique identifiers 

In keeping with the Australian CDR, we would recommend that designated 

regulations should prohibit the adoption, use and disclosure of certain 

unique identifiers, such as government identifiers, by data recipients 

unless required or authorised under law, court order or privacy regulation. 

Noting IPP13 would still apply, however, whereby an accredited requester 

can use an identifier, such as an IRD number if their use is sufficiently 

linked to the purpose it was assigned e.g. to manage tax obligations. 

3) Proposed exclusions of the Privacy Act 

Section 46 of the Privacy Act allows agencies to make a decision to refuse access 

to personal information, and ss 49-54 provide reasons for doing so. These 

provisions of the Privacy Act are not excluded pursuant to s46 of the draft bill, 

and so presumably prevail. 

On this basis a “data holder” can refuse access to personal information under s46 
of the Privacy Act, even if the request was made under ss14 and 15 of the draft 

bill. However, the current wording of ss14 and 15 provides that the “data holder” 

“must” provide data to the customer or the “accredited requestor”, with s47 of the 

draft bill setting out that a breach of section 24 para 15 is a breach of IPP6. 

Further the commentary in the discussion document (at paragraphs 166/167) 

indicates that the intention is that the draft bill does not anticipate that a data 

holder can refuse a request made under ss14/15 of the draft bill. 

It is not sufficiently clear how these provisions are intended to interact in 

circumstances where a “data holder” has a proper basis under one of the Privacy 

Act withholding grounds to refuse an IPP6 request. One interpretation (and 

seemingly the one intended by the Bill) is that pursuant to s24 of the Privacy Act, 

ss14/15 of the draft bill will override the Privacy Act, essentially meaning that a 

“data holder” cannot refuse such a request. If this is intended, then we would 

suggest clarifying this by adding the relevant ss46-54 to the list of non-applicable 

Privacy Act provisions in s46 of the draft bill. 

However, we consider that removing the ability of a “data holder” to refuse a 

request made under the draft bill on the basis of the Privacy Act withholding 

grounds may have a negative effect, resulting in the disclosure of personal 

information that could be withheld for good reason if the request had been made 

outside of the CDR regime. 

For example, currently banks rely on section 55 of the Privacy Act to exclude 

personal information relating to where it would be likely to prejudice the 

maintenance of the law by any public sector agency. Although it remains to be 

seen what will constitute “designated customer data”, it is important for this right 

to be retained. We address this issue further in our responses to questions 23 and 

24. 

Section 57(a) provides that an agency may only give access to the personal 

information if the agency is satisfied of the identity of the requestor. The draft bill 

requires the identity of the customer and the “accredited requestor” to be 
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clear desire to get this right for the CDR. However, there needs to be more work done 

from an ANZ perspective to understand what Maori data means in a private financial 

context vs the govt social context. We would welcome the opportunity to be involved in 

future consultation and discussions as we work towards getting this right for ANZ, in line 

with our Takiri-a-Rangi Te Ao Maori Strategy. 

https://www.anz.co.nz/about-us/corporate-responsibility/maori-strategy/ 

Do you agree with the proposed conditions for authorisation ending? If not, what 

would you change and why? 

Please refer to section 7, The bill must be designed to provide flexibility for collaborative 

iteration and risk based rules. 

How well do the proposed requirements in the draft law and regulations align 

with data governance tikanga relating to control, consent and accountability? 

Please refer to question 3. 

What are your views on the proposed obligations on data holders and accredited 

requestors in relation to consent, control, and accountability? Should any of them 

be changed? Is there anything missing? 

Please refer to section 5, Customer protections must go above and beyond the Privacy Act. 

Do you think the procedural requirements for making standards are appropriate? 
What else should be considered? 

Please refer to section 7, The legislation must be designed to provide flexibility for 

collaborative iteration and risk based rules. 

Do you think the draft law is clear enough about how its storage and security 
requirements interact with the Privacy Act? 

Please refer to section 5, Customer protections must go above and beyond the Privacy Act. 

Additionally: 

• The draft bill does not seek to change the IPP legal settings around storage and 
security requirements. However, this raises concerns about increased privacy 
risks as the draft bill will enable large amounts of personal information to be 
shared between different entities. 

• Our understanding is that the draft bill intends to allow various processes, powers 
and remedies under Part 5 and 6 of the Privacy Act to be triggered if there are any 
contraventions of storage and security requirements prescribed by the draft bill, if 
the contraventions are in relation to personal information. 

• Section 43(1)(a) of the draft bill provides that data holders and accredited 
requesters must have a process that allows customers to make complaints. It is 
unclear how this interacts with s72(1) of the Privacy Act, where complaints must 
be made to the OPC orally or in writing. Further clarity is required on how 
customers should make a complaint. We assume data holders or accredited 
requesters will be required to have an internal complaints process that the 
customer can follow in the first instance and are required to make clear to the 
customer the escalation process to the correct regulatory body should the 
customer be unsatisfied with the outcome of the internal complaints process. 

o Are customers expected to follow the data holder's complaints process for 
all non-personal information customer data and make a separate 
com laint to the OPC in relation to ersonal information? Notin the 
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